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1	Decision/action requested
The pCR regarding the key issue to resist the linkability attacks is kindly asked to be approved by SA3.
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3	Rationale
5G system applies two AKA based protocols, 5G AKA and EAP-AKA’, to performing the mutual authentication and key agreement between UE and the network. It is possible for an attacker to trace UE as shown in [1],[2], since there is no change regarding the error handling during the authentication procedure compared to AKA prottocols used in the 3G and 4G network.  This issue shall be addressed in 5G system to prevent attackers from tracing a UE.
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X.Y	Key Issue #A:  Resist the linkability attacks
X.Y.1	Key issue details
Linkability attacks are not a new security issue to 3GPP networks. As demonstrated in [1], the UMTS AKA protocol suffers from the linkability attack because two different error messages (MAC failure, Synch failure) in case of authentication failure may be sent from UE to the network. To detect the presence of a UE, an active attacker just replays one legitimate authentication request message containing the pair (RAND, AUTN) that has captured before. The adversary can distinguish any mobile station from the one the authentication request was originally sent to according to the type of error message. If the adversary receives a Synch failure message, he/she can ascertain the presence of the UE in a particular area. This breaches the subscriber’s untraceability.  5G AKA and EAP AKA` are subjected to the linkability attack like UMTS AKA because they inherit the error messages (MAC failure, Synch failure) from UMTS AKA.  The paper [2] shows again that 5G authentication still suffers from the linkability attack by applying a formal tool.
X.Y.2	Security threats
An attacker may trace a UE if he/she launches linkability attacks. This will break the security requirement regarding user location confidentiality specified in [3].
X.Y.3	Potential Security requirements
The 5G system shall be able to resist the linkability attacks.
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